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Benefits Limitations

Inspecting the user No source code required No certainty of code
interfaces A realistic view of the coverage

Performing multiple software system in action Number of tests maybe
incident specific tests Performance data overwhelming
Measuring performance available Difficult to replicate
Checking memory Locking down system runtime environment
allocation removing unnecessary

Configuration access

Management
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Methods

= Architecture diagrams

" Dataflows
Control flows
Investigative queries
Software measurements
Pattern discovery
Simulation

Benefits

System understanding in
breath and depth

Direct discovery of non-
compliance

Pinpointing errors in the
code, architecture, process
Proof of compliance

No “guesswork” testing

Limitations

No performance data
Some run-time conditions
may not be captured
Source code is required
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A diagram of relationships Is the application properly layered?

between runtime elements of Are all data access methods done through an API
the application layer?

(programs, transactions, Which elements of the application work with
tables, files, queues, etc.) confidential or secret information?
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Definition Compliance applications

Shows dependencies What data appears in a user interface? (HIPAA)
between variables Was data encrypted before being stored or transmitted?




HATHA

EyESIETIS)

Definition Compliance applications

Shows flow dependencies Is data validated before being processed?
between statements What conditions lead to a particular action? (example:
approval of a request)
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Compliance applications

Find mixed 10 programs Compliance to architecture standards. User interfaces
should be separated from data access.

Find data validations Is data correctly validated before being accepted to be
processed?

Find coding patterns Discover common code weaknesses
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Function

isdigt

process in rs field
teacher in cr report
select list helper
add to teacher collection
show comment

add select_list

striok

save attrs

ferror

strcopy

null char matrix
isalnum

mark select list item
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SporakEng - Weknesses
Use of strcat() Use of fgets])

[ R [ e e e e e e e PN e e o Y

| 4 Emor List | #7 Search Resuits (14) | (JJl Bookmarks | 5k Activity Log

i Activity: all = | B Redo ¥ Remove
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Time: Action Selected

This session
413 PM SporaBng
415 PM SporaBng
415 PM SporaBng
4:16 PM SporaBng
4:16 PM SporaEng

action=rebuild; files=34;

guerny=/ActionElement[{{{&kind = "Branch’) and exists(->argume...
guerny=//Callable Unit[[@name = Tgets')]-zizcalledby:;
guerny=//Callable Unit[[@name = Tree)]-siscalledby:™;
queny=~Callable Unit[[@name = "strcatJ]-=iscalledby:*;

emors=0; wamings=0;
count=0;

count=8;

count=3;

count=14;
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Large variety of languages and
technologies

Large variety of regulatory
requirements

Large variety of regulatory
authorities

Flexible use of advancements in
the technology and methodology
of analysis

//////
| lsue  |Comsequences

No static analysis tools cover all technologies. If many
tools are used, results are hard to merge.

No static analysis tool covers all requirements. Some
may offer good data flow analysis, some good queries
for weaknesses, some good architecture diagrams.

Each regulatory authority may require a certain type
of reporting

Tools and their approaches can quickly become
obsolete; stovepiped solutions while some tools may
improve more. How can you switch without
sacrificing the current investments?
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DR6 Recapture from OMG site
Dennis Rosynek, 11/26/2010
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DR5 Recapture from internet the photo for the granularity
Dennis Rosynek, 11/26/2010
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Business Transaction Process
Modeling/Simulation
(BPMN Standard)

Formal Representation of Semantic Controls
(FISMA, CC, FIPs, CWE, HIPAA etc)
(SBVR Standard)

Inputs (BPMN & SBVR) into
Analysis Environment (KDM) for

Extraction of Configuration
Data (including black box
interface data)
(KDM Standard)

Automated Extraction
of Business Processes
(BPMN Standard)

gaps and compliance analysis

Automated Extraction of
System Architecture
(KDM Standard)

Extraction of system
Data Flows and

Control Flows (KDM
Standard)

Automated Extraction of
Code Weaknesses
Within System
(KDM Standard, etc)

Automated Extraction of
Business Rules
(KDM Standard)

Business Rules Analysis
(RIF Standard)
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