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Why verify distributed protocols?

ÅDistributed systems are everywhere

ÅSafety-critical systems

ÅCloud infrastructure

ÅBlockchain

ÅDistributed systems are notoriously hard to get right

ÅEven small protocols can be tricky

ÅBugs occur on rare scenarios

ÅTesting is costly and not sufficient
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Proving distributed systems is hard

ÅAmazon [CACMΩ15] uses TLA+ for testing protocols, but no proofs

ÅIronFleet[SOSPΩ15] ςverification of Multi-Paxosin Dafny(3.7 person-years)

ÅVerdi [PLDIΩ15] ςverification of Raft in Coq (50,000 lines of proofs)

Our goal: reduce human effort while maintaining flexibility

Our approach: decompose verification into decidable problems

[CACMΩ15] Newcombe et al. How Amazon Web Services Uses Formal Methods

[SOSPΩ15] Hawblitzelet al. IronFleet: proving practical distributed systems correct

[PLDIΩ15] Wilcox et al. Verdi: a framework for implementing and formally verifying distributed systems



Verification
Is there a behavior

of Ὓthat violates •?

Counterexample Proof 

Automatic verification of infinite-state systems

Property •System Ὓ

Unknown / Diverge

RiceΩs Theorem

I canΩt decide!



Semi-automatic deductive verification



Counter-model Proof 

Deductive verification

Property •System Ὓ Invariant Ὅὲὺ

Deductive Verification
Is Ὅὲὺan inductive invariant for Ὓthat proves •?
Ą Are the logical verification conditionsvalid ?



Inductive invariants

System State Space Safety 
Property

ὄὥὨ

ὍὲὭὸ

ὙὩὥὧὬ

System Ὓis safeif all the reachablestates satisfy the property ὄὥὨ



Inductive invariants

System State Space Safety 
Property

ὄὥὨὍὲὺ

ὍὲὭὸ

System Ὓis safe iff there exists an inductive invariant Ὅὲὺ:

System Ὓis safeif all the reachablestates satisfy the property ὄὥὨ

ὝὙ

ὝὙ

ὍὲὭὸṖὍὲὺ(Initiation)
if „ᶰὍὲὺand „ᴼ„ᴂthen „ᴂɴ Ὅὲὺ(Consecution)
Ὅὲὺ᷊ὄὥὨ (ɲSafety)

ὙὩὥὧὬ

translated to VCΩs

ὝὙ



Counterexample To Induction (CTI)

ÅStates ̀ , Ὼare a CTIof Inv if:

Åˋɴ Inv

Å Ὼ ɵInv

Å Ą̀ Ὼ

ÅA CTI may indicate:
ÅA bug in the system
ÅA bug in the safety property
ÅA bug in the inductive invariant
ÅToo weak
ÅToo strong

Inv

ˋɴ Inv

Ὼ ɵInv



Strengthening & weakening from CTI

Inv

ˋɴ Inv

ῺɵInv

InvΩInvΩ Ὼ

ˋ ˋ

'̀  

Strengthening Weakening



Induction on a ball game

ÅFour players pass a ball:

ÅA will pass to C
ÅB will pas to D
ÅC will pass to A
ÅD will pass to B

ÅThe ball starts at player A

ÅCan the ball get to D?

A B

C D
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Formalizing with induction

Åὼπ ὃ

Åὼ

ὅὭὪὼ ὃ
ὈὭὪὼ ὄ
ὃὭὪὼ ὅ
ὄὭὪὼ Ὀ

ÅProve by induction ᶅὲȢὼ Ὀ
Åὼ Ὀ ?

Åὼ Ὀᵼὼ Ὀ ?

A B

C D



Formalizing with induction

Åὼπ ὃ

Åὼ

ὅὭὪὼ ὃ
ὈὭὪὼ ὄ
ὃὭὪὼ ὅ
ὄὭὪὼ Ὀ

ÅProve a stronger claim by induction ὲᶅȢὼ ὄ ὼ᷈
Ὀ
Åὼ ὄ ὼ᷈ Ὀ

Åὼ ὄ ὼ᷈ Ὀᵼὼ ὄ ὼ᷈ Ὀ

A B

C D



Simple example: loop invariants

x=7, y =6x=3, y =0

x=3, y =2

x=5, y =4x := 1;
y := 2;
while * do {
assert even[x];
x := x + y;
y := y + 2;

}

x=4, y =5

x=2, y =5

x=2, y =3

x=2, y =4

x=3, y =4

x=1, y =2

x=1, y =0

x=1, y =3

x=1, y =1

even[x]

x=1, y =0

ὝὙ
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x=3, y =2

x=5, y =4

x=4, y =5

x=2, y =5

x=2, y =3

x=2, y =4

Counterexample to 
induction (CTI)x=3, y =4

x=1, y =2

x=1, y =0

x=1, y =3

x=1, y =1

even[x]

x=1, y =0

x := 1;
y := 2;
while * do {
assert even[x];
x := x + y;
y := y + 2;

}

Simple example: loop invariants

even[x]

ὝὙ
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x=7, y =6x=3, y =0

x=3, y =2

x=5, y =4

x=4, y =5

x=2, y =5

x=2, y =3

x=2, y =4

x=3, y =4

x=1, y =2

x=1, y =0

x=1, y =3

x=1, y =1

even[x]

x=1, y =0

Inv = even[x] ᷈ even[y]

Simple example: loop invariants

x := 1;
y := 2;
while * do {
assert even[x];
x:= (x*x Ƶy*y)/(x - y);
y := y + 2;

}

ὝὙ



x=7, y =6x=3, y =0

x=3, y =2

x=5, y =4

x=4, y =5

x=2, y =5

x=2, y =3

x=2, y =4

x=3, y =4

x=1, y =2

x=1, y =0

x=1, y =3

x=1, y =1

even[x]

x=1, y =0

Inv= ώς ςώ τὼ τ π

x := 1;
y := 2;
while * do {
assert even[x];
x := x + y;
y := y + 2;

}

Simple example: loop invariants

ὝὙ



Dafny[LeinoΩ17]

Property •System Ὓ Invariant Ὅὲὺ

Deductive Verification
Is Ὅὲὺan inductive invariant for Ὓthat proves •?
Ą Are the logical verification conditionsvalid ?

K. RustanM. Leino: Accessible Software Verification with Dafny. IEEE Software 34(6): 94-97 (2017)

SMT Formula

SAT UNSAT

?



Counter-model Proof 

Deductive verification

Property •System Ὓ Invariant Ὅὲὺ

Unknown / Diverge

ChurchΩs Theorem

I canΩt decide!Deductive Verification
Is Ὅὲὺan inductive invariant for Ὓthat proves •?
Ą Are the logical verification conditionsvalid ?



Effects of undecidability

ÅThe verifier may fail on tiny programs

ÅNo explanation when tactics fails
ÅCounterproofs

ÅThe butterfly effect

ÅObserved in the IronFleetProject



Challenges in deductive verification

1. Formal specification:formalizing infinite-state systems  and their properties

2. Deduction: checking inductiveness

ÅUndecidability of implication checking

ÅUnbounded state (threads, messages), arithmetic, quantifier alternation

3. Inference:findinginductive invariants (Inv)

Å Hard to specify

Å Hard to maintain

Å Hard to infer

Å Undecidable even when deduction is decidable




