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Abstract

MILS comprises concepts, standards, and technology for the compositional con-
struction and certification of dependable systems using assured components. The as-
sured properties of MILS components, and the manner of their composition, form the
foundation for assurance of the composite system. MILS has been described in the
literature by [BDRS08, AFHOT06, VBC+05] and others, Research and development
related to MILS has been pursued in numerous quarters worldwide [BDRS10, Rus08,
Rus09, GN09, Sen]. One such effort has been underway at SRI International, with
sponsorship from the Air Force Research Laboratory and the Air Force Cryptographic
Modernization Program Office. We summarize some of the accomplishments and on-
going research and development work of MILS community.

∗Rance DeLong is staff scientist at LynuxWorks, adjunct lecturer at Santa Clara University, and research
consultant.

i



References

[AFHOT06] Jim Alves-Foss, W. Scott Harrison, Paul Oman, and Carol Taylor. The MILS
architecture for high-assurance embedded systems. International Journal of
Embedded Systems, 2(3/4):239–247, 2006.

[BDRS08] Carolyn Boettcher, Rance DeLong, John Rushby, and Wilmar Sifre. The
MILS Component Integration Approach to Secure Information Sharing. In
27th AIAA/IEEE Digital Avionics Systems Conference, St. Paul, MN, October
2008.

[BDRS10] Carolyn Boettcher, Rance DeLong, John Rushby, and Wilmar Sifre. High As-
surance Middleware for Embedded Systems (HAMES) Final Report April 2007
- December 2010. Technical report, Raytheon Company, Space and Airborne
Systems, December 2010.

[GN09] Tor Gjertsen and Nils Agne Nordbotten. Military operational systems in field—
multiple levels of security. Technical report, Norwegian Defence Research Es-
tablishment (FFI), June 2009.

[Rus08] John Rushby. Separation and integration in MILS (The MILS Constitution).
Technical report, Computer Science Laboratory, SRI International, Menlo Park,
CA, February 2008.

[Rus09] John Rushby. A MILS Example. Technical report, Computer Science Labora-
tory, SRI International, Menlo Park, CA, August 2009.

[Sen] Alexander Senier. Architecting High-Security Systems for Multilateral Coop-
eration. Technical report, Secunet and BSI.

[VBC+05] W. M. Vanfleet, R. W. Beckwith, B. Calloni, J. A. Luke, C. Taylor, and
G. Uchenick. MILS: architecture for high assurance embedded computing.
CrossTalk, 18:12–16, August 2005.

ii


