
Towards ReusingFormal Proofsfor Veri�cation of
Fault-Tolerance1

BorzooBonakdarpour, SandeepS.Kulkarni

Departmentof ComputerScienceandEngineering,
MichiganStateUniversity,

EastLansing,MI 48824,USA
Email: f borzoo, sandeep g@cse.msu.edu

http://www.cse.msu.edu/˜{borzoo, sandeep}

Abstract. In this paper, we concentrateon mechanicalveri�cation of synthesis
algorithmsthataddmultitoleranceto fault-intolerantprogramsusingthetheorem
prover PVS. Multitoleranceis desirablewhena programis subjectto different
classesof faults and for eachclass,a different level of fault-tolerancehas to
be guaranteed.With this veri�cation, we formally prove the correctnessof the
synthesisalgorithms,which in turn shows that thatany programsynthesizedby
themis indeedcorrect-by-construction. Weeffectively reuseformalproofsof our
previouswork on a �xpoint theoryon �nite setsanda fault-tolerancetheoryde-
velopedfor the casewhereprogramsaresubjectto a singleclassof faults.We
believe manualreuseof proofsmaysuggestwaysto automatethemfor veri�ca-
tion of similar typesof synthesisalgorithms.
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mation, Program synthesis,Fault-tolerance,Multitolerance.

1 Intr oduction
Formalveri�cation is considereda necessityasa meansto gaincon�denceon correct-
nessof systems.Gainingthis con�denceis morecrucial whenthe systemat handis
requiredto satisfya setof high assuranceproperties.In suchsystems(e.g.,mission-
critical systems),fault-toleranceis a crucial part, in which a failure may leadthe en-
tire systemto a catastrophicoutcome.Hence,oneneedsstrongcon�denceon fault-
tolerancepropertiesof a givensystemand,hence,formal veri�cation of suchsystems
(e.g.,usingtheoremproving techniques)is inevitable.

In theliterature,thefocushasmostlybeenonveri�cation of concretefault-tolerant
systemsin two broadcategories.The �rst category addressesformal veri�cation of
fault-tolerantsynchronous/asynchronous circuits and architectures(e.g., [1–3]). The
secondcategory covers formal veri�cation of a wide rangeof fault-tolerantproto-
cols. For instance,Owre et al [4] presenta survey on formal veri�cation of a fault-
tolerantdigital-�ight control systems.Mantel andGärtnerverify the correctnessof a
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fault-tolerantbroadcastprotocol [5]. QadeerandShankar[6] mechanicallyverify the
self-stabilitypropertyof Dijkstra'smutualexclusiontokenring algorithm[7]. Kulkarni,
Rushby, andShankar[8] verify thesamealgorithmby exploiting thetheoryof detectors
andcorrectors[9].

In theaforementionedwork, sincetheauthorsfocusonveri�cation of concretesys-
tems,formal proofs of veri�cation of onesystemscannotbe easily reusedto verify
thecorrectnessof othersystems.More recently, in [10,11], we veri�ed thecorrectness
of thesynthesisalgorithmsproposedin [12] thataddfault-toleranceto fault-intolerant
programsusingthetheoremproverPVS.By thisveri�cation, notonly wemechanically
provethecorrectnessof thealgorithms,but alsoweshow thatany programsynthesized
by thesealgorithmsis indeedcorrect-by-construction.More importantly, sincethese
algorithmsarethebasisfor their extensionsto dealwith occurrenceof faultsfrom dif-
ferentclasses[13] andfor synthesizingdistributed[14] andreal-time[15] programs,
it is expectedthatformal speci�cationandveri�cation of thesynthesisalgorithmspre-
sentedin [10,11] arereusablein developingspeci�cationandveri�cation of algorithms
in [13–15].

In this paper, we focuson the problemof verifying synthesisalgorithmsthat add
multitolerance[13] to fault-intolerant programsusing PVS 2. Towardsthis end,we
generalizetheformalspeci�cationof our fault-tolerancetheorydevelopedin [10,11] so
that it takesthenotionof differentclassesof faultsinto account.Moreover, we manu-
ally reusetheformal proofsdevelopedfor veri�cation of thealgorithmsthataddfault-
tolerancewith respectto a singleclassof faultsto prove thecorrectnessof algorithms
in [13] thataddmultitoleranceto programsthataresubjectto multipleclassesof faults.
We believe that manualreuseof formal proofs suggestsways to develop automated
proofsfor similar typesof algorithms,especiallythoseinvolve �xpoint calculations.

Sincethecoreof synthesisalgorithmsfor addingbothfault-toleranceandmultitol-
eranceis �xpoint calculation,weeffectivelyapplythe�xpoint theorydevelopedin [10].
This theoryis developedfor thecasewheredomainandrangeof functionswhose�x-
pointsareneededare�nite sets.This specializedtheory(which is reusableelsewhere)
hasaspecialinterpretationin fault-tolerantcomputingfor calculatinglargestinvariants
andsmallestsetsof statesfrom wherefault-tolerantrequirementscannotbeguaranteed.
Organizationof the paper. Wepresentformalde�nitions of programs,speci�cations,
faults,andfault-tolerancein Section2.Then,westatetheproblemof mechanicalveri�-
cationof synthesisof fault-tolerancein Section3. In Section4, wereview ourprevious
work on a �xpoint theoryon �nite setsanda fault-tolerancetheoryin PVS.Then,in
Section5, we presentformal speci�cationandveri�cation of automatedsynthesisof
multitolerance.

2 Modeling a Fault-ToleranceFramework

In this section,we presentformal de�nitions of programs,speci�cations,faults,and
fault-tolerancein PVS.Thesede�nitions areindependentof platformandarchitecture.

2 TheURL http://www.cse.msu.edu/˜borzoo/pvs containsthePVSspeci�cations
andformalproofs.



2.1 Program

Sincewe do not considerconcretesystems,in our framework, the notion of stateis
abstractand, in PVS, modeledby an Uninterpreted Type. Likewise, a transition is
modeledasanorderedpair of states,which is alsoanuninterpretedtype.Furthermore,
we assumethatthenumberof statesandtransitionsis �nite .

A program p is a �nite setof transitionsin its statespace.The statespaceof p,
Sp, is thesetof all possiblestatesof p, which is modeledasthefullset over thetypeof
statesin PVS.ThetypeAction denotes�nite setsof transitions.Hence,p is de�nedasa
constantof typeAction. A statepredicateof p is asubsetof Sp. In PVS,wemodelstate
predicatesby the type StatePred, which is setsof �nite setsover states.The closure
of a statepredicateS in programp is formally speci�ed as follows: closed(S;p) =
8s0; s1 j (s0; s1) 2 p : (s0 2 S ) s1 2 S). A sequenceof states,hs0; s1; :::i , is a
computationwith respectto a setZ of transitionsif f any pair of two consecutivestates
is a transitionin Z . We formalizethis by a Dependent Type asfollows:

Computation(Z ) : TYPE =
f c : sequence[state] j (8i j i � 0 : (ci ; ci +1 ) 2 Z )g

wheresequence[state] : N ! state andZ is any �nite setof typeAction. Furthermore,
a computationpre�x is formally speci�edasfollows:

pre�x (Z; j ) : TYPE =
f c : sequence[state] j (8i j i < j : (ci ; ci +1 ) 2 Z )g

Dueto convenience,we deliberatelymodelcomputationpre�xesby in�nite sequences
in which only a �nite part is used.The projectionof programp on statepredicateS
consistsof transitionsof p thatstartin S andendin S:

p j S = f (s0; s1) j (s0; s1) 2 p ^ (s0; s1 2 S)g.

2.2 Speci�cation

Following Alpern andSchneider[16], a speci�cationconsistsof a safetyspeci�cation
and a livenessspeci�cation. We let the the safetyspeci�cation � bt be a set of bad
transitions, which is formally speci�edby aconstantof typeAction. Givenprogramp,
statepredicateS, andspeci�cation� bt , we saythatp satis�es� bt from S iff (1) S is
closedin p, and(2) nocomputationof p thatstartsfrom astatein S containsatransition
in � bt . If this is not thecase,we saythatp violates� bt . If p satis�es� bt from S and
S6= fg , wesaythatS is aninvariantof p. Sincewedonotdealwith aspeci�c program,
in PVS,we modelaninvariantby anarbitrarystatepredicatethatis closedin p.

2.3 Faults and Fault-Tolerance

Thefaultsthata programis subjectto aresystematicallyrepresentedby a �nite setof
transitions[9,17], which is modeledby a constantof typeAction. We modelacompu-
tationof programp in presenceof faultsf asc : Computation(p [ f ).
Also, we formally specifythefault-spanof p from S asfollows:

FaultSpan(T; S;p [ f ) = ((S � T) ^ (closed(T; p [ f ))) .
Observethatfor all computationsof p thatstartatstateswhereS is true,T is aboundary
in thestatespaceup to which thestateof p maybeperturbedby thetransitionsin f .

We now de�ne describewhatwe meanby differentlevelsof fault-tolerance.Intu-
itively, a failsafeprogram,doesnot violate its safetyspeci�cation in the presenceof
faults.Formally, we saythat p is failsafef -tolerantto � bt from S iff two conditions



hold: (1) p satis�es� bt from S, and(2) thereexistsT suchthatT is a fault-spanof p
from S, andno computationpre�x of p [ f thatstartsin T hasa transitionin � bt . A
nonmaskingprogrammaytemporarilyviolatesafety, but it mustrecoverto theinvariant
by takingaboundednumberof transitions.Formally, wesayp is nonmaskingf -tolerant
to � bt from S iff thefollowing conditionshold:(1) p satis�es� bt from S, and(2) every
computationof p [ f thatstartsfrom any stateof thestatespacecontainsa stateof S.
Intuitively, a maskingprogramguaranteesthat if faultsoccur, the programcontinues
to satisfy its safetyspeci�cation.Moreover, we areensuredthat after the occurrence
of faults,the programeventuallyrecoversto the invariant.Formally, we saythat p is
maskingf -tolerantto � bt from S iff thefollowing conditionshold: (1) p satis�es� bt

from S, and(2) thereexists T suchthatT is an f -spanof p from S, no computation
pre�x of p [ f thatstartsin T hasa transitionin � bt , andeverycomputationof p [ f
thatstartsfrom a statein T containsastateof S.

In [12], the livenessspeci�cation is modeledimplicitly. That is, a failsafefault-
tolerantprogramdoesnot deadlock in the absenceof faults.On the otherhand,non-
maskingandmaskingprogramsdo not deadlockin both the absenceandpresenceof
faults.

3 Problem Statement

Givenarea programp with invariantS, aclassof faultsf , andsafetyspeci�cation� bt

suchthatp satis�es� bt from S. Thegoalis to �nd a programp0 with invariantS0 such
thatp0 is f -tolerantto � bt from S0. Observethat:

1. If S0 containsstatesthatarenot in S then,in theabsenceof faults,p0 mayinclude
computationsthatstartoutsideS.Sincewe requirethatp0 satis�es� bt from S0, it
impliesthatp0 is usinga new way to satisfy� bt in theabsenceof faults.

2. If p0 j S0 containsa transitionthat is not in p j S0 thenp0 canusethis transitionin
orderto satisfy� bt in theabsenceof faults.

Thus,thesynthesisproblemis asfollows.
Synthesisproblem. Givenp, S, f , and� bt suchthatp satis�es� bt from S. Identify
p0, S0, suchthat:

(C1) S
0

� S
(C2) p

0
j S

0
� p j S

0

(C3) p0 is f -tolerantto � bt from S0. �

We saythatanalgorithmfor thesynthesisproblemis soundiff for any giveninput,
its output,namelyp0andS0, satis�esthesynthesisproblem.Ourgoalis to mechanically
verify thattheproposedalgorithmsin [13] areindeedsound.

4 Review of PreviousResults

In this section,we recapour results(presentedin [10,11]) on mechanicalveri�cation
of synthesisalgorithmsproposedin [12] usingPVS.More speci�cally, in Subsection
4.1,we review a theoryfor �xpoint calculationson �nite sets.In subsections4.2,4.3,
and4.4,we reiterateour resultson veri�cation of synthesisalgorithmsfor additionof
failsafe,nonmasking,andmaskingfault-tolerance,respectively.



4.1 A Theory of Fixpoint Calculations

A �xpoint of a function f : X ! X is any valuex0 2 X suchthat f (x0) = x0. In
thecontext of �nite sets,bothdomainandrangeof f are�nite setsof �nite sets.In this
section,thevariablesi andk rangeover naturalnumbers.Thevariablex is any �nite
setof any uninterpretedtype (e.g.,states)andvariableb is any memberof such�nite
set.
Lar gest�xpoint calculation. Let DecFunc be the typeof functionsg suchthatg :
f A : �niteset g ! f B : �niteset j B � Ag. In otherwords,g(x) � x, for all �nite
setsx. Let Dec(i; x)(g) bea recursivefunctionthatremovestheelementsof theinitial
setx returnedby thefunctiong of typeDecFunc at everystep:

Dec(i; x)(g) =
�

Dec(i � 1; x)(g) � g(Dec(i � 1; x)(g)) if i 6= 0;
x if i = 0

In this setting,wede�ne thelargest�xpoint asfollows:

LgFix(x)(g) = f b j 8k : b 2 Dec(k; x)(g))g.

Theorem4.1. g(LgFix(x)(g)) = ; . ut
Theorem4.2. LgFix(x)(g) = LgFix(LgFix (x)(g))( g). ut
Smallest�xpoint calculation. Let IncFunc be the type of functionsr suchthat r :
f A : �niteset g ! f B : �niteset j A \ B = ;g . In otherwords,x \ r (x) = ; , for all
�nite setsx. Let I nc(i; x)( r ) bea recursivefunctionthataddselementsreturnedby the
functionr of typeIncFunc to theinitial setx at everystep:

I nc(i; x)( r ) =
�

I nc(i � 1; x)( r ) [ r (I nc(i � 1; x)( r )) if i 6= 0;
x if i = 0

Similarly, we de�ne thesmallest�xpoint asfollows:

SmFix(x)(r ) = f b j 9k : b 2 I nc(k; x)( r )g.

Theorem4.3. r (SmFix(x)(r )) = ; . ut
Theorem4.4. SmFix(x)(r ) = SmFix(SmFix(x)(r ))( r ). ut

4.2 Speci�cation and Veri�cation of Synthesisof FailsafeTolerance

The essenceof addingfailsafetoleranceis to remove (from invariant)thestatesfrom
wherethe safetyspeci�cationmay be violatedvia oneor morefault transitions.This
removal is in fact a smallest�xpoint calculation.We, then,computethe invariantof
thefailsafeprogramby removing thedeadlockstateswhich is in turn a largest�xpoint
calculation.In thissection,thevariabless; s0; s1 rangeoverstates.Let ms bethesetof
statesfrom wheresafetymaybeviolatedvia oneor morefault transitions.Formally,

ms : StatePred = SmF ix (msInit )(RevReachStates), where
msInit : StatePred = f s0 j 9 s1 : (s0; s1) 2 f ^ (s0; s1) 2 � btg
RevReachStates(r s : StatePred) : StatePred =

f s0 j 9 s1 : s1 2 rs ^ (s0; s1) 2 f ^ s0 =2 rsg.
Judgement4.5. RevReachStatesis of typeIncFunc. ut



Let mt bethesetof programtransitionswhosetargetstatesarein ms or transitionsthat
directlyviolatesafety:

mt : Action = f (s0; s1) j (s1 2 ms _ (s0; s1) 2 � bt )g.
Thesetof deadlockstatesof statepredicateds with respectto thesetZ of transitions
is de�ned asfollows:

DeadlockStates(Z )(ds : StatePred) : StatePred =
f s0 j s0 2 ds : (8s1 j s1 2 ds : (s0; s1) =2 Z )g.

Judgement4.6. DeadlockStates(Z ) is of typeDecFunc. ut
The invariantof a failsafefault-tolerantprogramis the largest�xpoint of S � ms

afterremoving thedeadlockstates:
ConstructInvariant (X ; Z ) : StatePred = LgFix(X )(DeadlockStates(Z ))

whereX is a statepredicateof type StatePred andZ is a setof transitionsof type
Action. Theformalde�nition of theinvariantof a failsafeprogramis asfollows:

S0 : StatePred = ConstructInvariant (S � ms; p � mt ).
Finally, wede�ne thesetof transitionsof afailsafeprogramby removing thetransitions
thatviolatetheclosureof S0:

p0 : Action = p � mt � f (s0; s1) j s0 2 S0^ s1 =2 S0g.
Theorem4.7. S0 � S. ut
Theorem4.8. p0jS0 � pjS0. ut
Theorem4.9. S0 is closedin p0. Formally, closed(S0; p0). ut
Theorem4.10. All computationsof p0thatstartfromastatein S0arein�nite. Formally,

DeadlockStates(p0)(S0) = ; . ut
Theorem 4.11. In thepresenceof faults,no computationpre�x of a failsafeprogram
thatstartsin S0 violatessafety. Formally,

8j : (8(c : pre�x (p0 [ f ; j ) j c0 2 S0) : 8k j k < j : (ck ; ck+1 ) =2 � bt ). ut

4.3 Speci�cation and Veri�cation of Synthesisof NonmaskingTolerance
In order to synthesizea nonmaskingprogram,all we needto do is addingrecovery
transitionsthatstartfrom outsidetheinvariantandendin theinvariant.Formally,

S0 : StatePred = S
p0(T : StatePred; p : Action ) : Action =

(p j S) [ f (s0; s1) j s0 2 (T � S) ^ s1 2 Sg
p0 = p0(Sp; p).

We assumethatthenumberof occurrencesof faultsin a computationis �nite:
Axiom 4.12. 8p : (8c(p [ f ) : (9 n j n � 0 : (8j j j � n : (cj ; cj +1 ) 2 p))) . ut
Theorem4.13. S0 � S. ut
Theorem4.14. p0jS0 � pjS0. ut
Theorem4.15. S0 is closedin p0. Formally, closed(S0; p0). ut
Theorem 4.16. In thepresenceof faults,any computationof a nonmaskingprogram
thatstartsfrom a statein thestatespace,eventuallyrecoversto theinvariant.Formally,

8c(p0 [ f ) : (9 j j j > 0 : cj 2 S0). ut

4.4 Speci�cation and Veri�cation of Synthesisof Masking Tolerance
The �rst estimateof a maskingprogramis a failsafeprogram.Synthesisof a mask-
ing programconsistsof a loop that keepsrecalculatingthesetof programtransitions,
invariant,andfault-spanof theprogramuntil it reachesa �xpoint.



Initialization. We de�ne theinitial invariantandfault-spanasfollows:
Sinit : StatePred = ConstructInvariant (S � ms; p � mt )
Tinit : StatePred = Sp � ms.

Theorem4.17. Sinit � Tinit . ut
Theorem4.18. Sinit � S. ut
The loop invariant. Let S2 (respectively, T2) be an intermediateinvariant(respec-
tively, fault-span)de�nedasarbitrarystatepredicates.Let S1 andT1 betherecomputed
invariantandfault-spanin theloop.Wede�ne S1 andT1 in termsof statepredicatesS2

andT2 in threesteps:

1. We addrecovery transitionsthatdonotviolatethesafetyspeci�cationasfollows:
S2; T2 : StatePred
p1 : Action = (p j S2) [ f (s0; s1) j s0 2 (T2 � S2) ^ s1 2 T2g � mt .

2. Then,werecomputethelargestfault-spansuchthatfaultsdonotviolatetheclosure
of T1 asfollows:

T1 = ConstructFaultspan(TReach), where
ConstructFaultspan(X : StatePred) = LgFix(X )(TNClose)
TNClose(X : StatePred) : StatePred =

f s0 j 9s1 : s0 2 X ^ (s0; s1) 2 f ^ s1 =2 X g
TReach : StatePred = f s j s 2 T2 ^ reachable(S2; T2; p1; s)g where
reachable(S2; T2; p1; s) : StatePred =

9c(p1) : ((s 2 T2) ^ (s = c0) ^ 9j : cj 2 S2).
3. SinceS1 mustbeis asubsetof T1, we recalculatetheinvariantasfollows:

S1 : StatePred = ConstructInvariant (S2 \ T1)(p1).

Theorem4.19. (S2 � S) ) (S1 � S). ut
Theorem4.20. S1 � T1. ut
Theorem4.21. (p1 j S2 � p j S2) ) (p1 j S1 � p j S1). ut
Theorem4.22. DeadlockStates(p1)(S1) = ; . ut
Loop termination. Weformalizetheterminationconditionof theloop in theveri�ca-
tion phase.More speci�cally, we prove thatprovided(S1 = S2) ^ (T1 = T2) holds,
p1 is failsafeandprovidesrecovery from everystatein fault-span.
Theorem4.23. (S1 = S2) ) closed(S1; p1). ut
Theorem 4.24. In thepresenceof faults,no computationpre�x of a maskingtolerant
programviolatessafety:

((S1 = S2) ^ (T1 = T2)) )
8j : (8c : pre�x (p1 [ f ; j ) j c0 2 T1 : 8k j k < j : (ck ; ck+1 ) =2 � bt ). ut

Theorem4.25. (T1 = T2) ) closed(T1; p1 [ f ). ut
Theorem 4.26. For all statess in the fault-spanT1, thereexistsa computationof p1

thatstartsfrom s andreachestheinvariantS1. Formally,
((S1 = S2) ^ (T1 = T2)) ) (8s j s 2 T1 : reachable(S1; T1; p1; s)) . ut

5 Speci�cation and Veri�cation of Automatic Synthesisof
Multitolerance

In this section,�rst in Subsection5.1,we introducetheconceptof multitolerance.We
alsorevisethesynthesisproblem,aswe needto take multipleclassesof faultsinto ac-
count.In Subsection5.2,we �rst presenthow we generalizethede�nitions presented



in Section2 to make themappropriatefor modelingmultitolerance.Then,we present
formal speci�cation and veri�cation of nonmasking-maskingmultitolerance.Finally,
in Subsection5.3,we presentformal speci�cationandveri�cation of failsafe-masking
multitolerance.We note that sinceaddition of failsafe-nonmaskingmultitoleranceis
shown to be NP-complete[13], theredoesnot exist a correspondingsynthesisalgo-
rithm.

5.1 The Notion of Multitolerance
Let usconsiderthecasewherefaultsfrom multiple classes,sayf 1 andf 2, occurin a
givenprogramcomputation.In [13], Kulkarni andEbnenasirproposetherequirement
that the fault-toleranceprovided for the classwheref 1 andf 2 occursimultaneously
shouldbeequalto theminimumlevel of fault-toleranceprovidedwheneitherf 1 or f 2

occurs.This is illustratedin thefollowing tablereiteratedfrom [13].

Level of Fault-Tolerance Failsafe Nonmasking Masking
Failsafe Failsafe No-Tolerance Failsafe

Nonmasking No-ToleranceNonmaskingNonmasking
Masking failsafe Nonmasking Masking

In orderto simplify modelingof differentclassesof faults,we considertheunion
of all theclassesof faultsthatfailsafe(respectively, nonmaskingandmasking)is to be
provided,denotedby f failsafe (respectively, f nonmasking andf masking ). We saythata
programp is multitolerant with respectto f failsafe , f nonmasking , andf masking to � bt

from S iff thefollowing conditionshold:

1. p satis�es� bt from S in theabsenceof faults.
2. p is maskingf masking -tolerantto � bt from S.
3. p is failsafe(f failsafe [ f masking )-tolerantto � bt from S.
4. p is nonmasking(f nonmasking [ f masking )-tolerantto � bt from S.

Thus,werevisethesynthesisproblemasfollows:
Revisedsynthesisproblem. Givenp;S, � bt , f failsafe , f nonmasking , andf masking such
thatp satis�es� bt from S. Identify p0 andS0 suchthat:

(C1) S
0

� S
(C2) p

0
j S

0
� p j S

0

(C3) p0 is multitolerantwrt. f failsafe , f nonmasking , andf masking to � bt from S0.

In this section,our goal is to mechanicallyverify thesoundnessof theproposedalgo-
rithmsin [13] for addingfailsafe-maskingandnonmasking-maskingmultitolerance.

5.2 Speci�cation and Veri�cation of Synthesisof Nonmasking-Masking
Multitolerance

In orderto formally specifythe proposedalgorithmsin [13], we �rst de�ne f failsafe ,
f nonmasking , andf masking of typeof Action. Then,we de�ne f nonmasking masking and
f failsafe masking asfollows:

f nonmask ing mask ing : Action = f masking [ f nonmasking

f f ailsaf e mask ing : Action = f masking [ f failsafe



Sinceour formal framework in Section2 is developedfor thecasewherewe deal
only with oneclassof faults,we needto generalizesomeof thede�nitions sothatthey
areableto expressthenotionof multitoleranceaswell. In particular, we parameterize
all the de�nitions that aresomehow relatedto setof faults.For instance,we rede�ne
msInit , RevReachableSet, andms asfollows:

msInit (anyFault : Action ) : StatePred =
f s0 j 9 s1 : (s0; s1) 2 anyFault ^ (s0; s1) 2 � btg

RevReachStates(anyFault : Action )(r s : StatePred) : StatePred =
f s0 j 9 s1 : s1 2 rs ^ (s0; s1) 2 anyFault ^ s0 =2 rsg

ms(anyFault : Action ) : StatePred =
SmFix(msInit (anyFault ))( RevReachStates)

All other de�nitions given in sections2 and 4 shouldalso be rede�ned in the same
fashionsothatthey arenot restrictedto only oneclassof faults.

Thecoreof thealgorithmfor addingnonmasking-maskingfault-toleranceis asfol-
lows.It �rst addsmaskingfault-toleranceto p with respectto thesetf masking of faults.
Then,it addsone-steprecovery to p with respectto the setf nonmasking of faults.We
formally specifythealgorithmby reusingthetheoriespresentedin Section4. Notethat
add masking (respectively, add nonmasking andadd failsafe) is the nameof the
importedPVStheoryfor thecorrespondingalgorithmthataddsmasking(respectively,
nonmaskingandfailsafe)fault-tolerance.

S0 : StateP red= add masking :S1(f masking )
Tmasking : StateP red = add nonmasking :S0(T1(f masking ))
p1 : Action = add masking :p1(f masking )

Now, we modelthepartthataddsnonmaskingfault-tolerance.
p0 : Action = add nonmasking :p0(Tmasking ; p1(f masking ))
T 0 = Tmasking

Noticethatsinceanonmaskingprogramis not requiredto satisfysafety, wecansimply
addone-steprecovery regardlessof type of faults.Hence,to simplify the veri�cation
of the algorithm,we formalizethemultitolerantprogramby p1(f masking ) andnot by
p1(f nonmask ing mask ing ).

In orderto verify thesoundnessof thealgorithm,weprovethatthethreeconstraints
of the revisedsynthesisproblemhold. Indeed,all the theoremsstatedin Section4 for
addingmaskingfault-tolerancehold herewith respectto the set f masking of faults.
Also, we assumethattheterminationconditionof thealgorithmfor addingmaskingis
satis�ed.While we do not presentthedetailedformal proofs,we presentthe intuitive
ideaof proofssothatit showsthesimilaritiesbetweentheproofsdevelopedin [10] and
the onesfor addingmultitolerance.In fact,after skolemizationor instantiationof the
classof faults,mostof theproofsaresimilar to thecorrespondingtheoremspresented
in Section4.
Theorem5.1. The�rst conditionof thesynthesisproblemholds.Formally,

(S2 � S) ) (S0 � S).
Proof. Theproof is similar to theproof of Theorem4.20in thesensethat it involves
thesamesequenceof PVScommands.In particular, in boththeorems,weshow thatthe
largest�xpoint of S, namelyS0 is asubsetof S. Recallthatwede�nedS2 in Subsection
4.4 for specifyingtheloop invariant.Indeed,this proof suggestsanautomatedstrategy



to provesimilar theoremsthatinvolvesetinclusionsalongwith �xpoint calculations.
ut

Theorem5.2. Thesecondconditionof thesynthesisproblemholds.Formally,
(p0 j S2 � p j S2) ) (p0 j S0 � p j S0).

Proof. TheGRIND strategy dischargesthetheorem. ut
Theorem5.3. In thepresenceof f nonmasking faults,any computationof nonmasking-
maskingmultitolerantprogramthat startsfrom a statein the statespace,eventually
recoversto theinvariant.Formally,

8c(p0 [ f nonmask ing ) : (9 j j j > 0 : cj 2 S0).
Proof. This is the only theoremthat we prove to show that p0 is nonmaskingwith
respectto f nonmasking . We reusetheproof of Theorem4.16.In particular, we usein-
ductionto show thatafteroccurrenceof faults(cf. Axiom 4.12)theprogrameventually
reachesastatein theinvariant.Thesequenceof PVSprovercommandssuggestsanau-
tomatedproof for similar theoremswith thefollowing steps:(1) thebasicstepis using
inductionon the index of statesin the computation(2) applyingAxiom 4.12,and(3)
instantiatingn with theinductionstepvariable. ut
Theorem5.4. S0 � T 0.
proof. Thistheoremisanotherinstancewhereweneedto show thatonelargest�xpoint
is a subsetof anotherlargest�xpoint. The proof involves induction on the stepsof
recursive functionsthatcomputethe�xpoints. ut
Theorem5.5. (T 0 = T2) ) closed(T 0; p0 [ f masking ).
Theorem5.6. Theprogramis closedin theinvariant.Formally,

(S0 = S2) ) closed(S0; p0).
Proof. The GRIND strategy dischargesboth theorems5.5 and5.6. In fact, it is easy
to observe that sincethe proof only involvesa sequenceof de�nition expansionsand
propositionalsimpli�cations, we canintelligently take advantageof suchcasesto de-
velopautomatedproofs.
Theorem 5.7. For all statess in the fault-span,thereexistsa computationof p0 that
startsfrom s andreachestheinvariantS0. Formally,

((S0 = S2) ^ (T 0 = T2)) ) 8s j s 2 T 0 : reachable(S0; T 0; p0; s)
Proof. The sequenceof prover commandsto prove this theoremis the sameasthat
of Theorem4.26.Theessenceof proof is usinginductionto show that if thereexistsa
states1 2 T 0 from whereS0 is reachablein k stepsthenS0 is alsoreachablefrom s0

with k + 1 stepswhere(s0; s1) is a programtransitionin p0. In fact,usinginductionto
show reachabilityof a statepredicatefrom anotherstatepredicatecouldbetheideato
developautomatedproofsfor similar typesof theorems. ut
Theorem 5.8. All computationsof nonmasking-maskingprogramp0 thatstartfrom a
statein S0 arein�nite. Formally,

DeadlockStates(p0)(S0) = ;
Proof. Similar to theproofof Theorem4.10,we provethis theoremby simply apply-
ing Theorem4.1 andinstantiatingg with DeadlockStates(p0) andx with S0. Indeed,
developinganautomatedproofonly involvesidentifyingthetypeof �xpoint calculation
andthenapplyingtheobviousinstantiations. ut
Theorem 5.9. In the presenceof f masking , no computationpre�x of a nonmasking-
maskingprogramviolatessafety. Formally,



((S0 = S2) ^ (T 0 = T2)) )
8j : (8c : pre�x (p1 [ f masking ; j ) j c0 2 T 0 : 8k j k < j : (ck ; ck+1 ) =2 � bt )

Proof. Similar to theproof of Theorem4.11,afterapplyinginduction,we show that
no statein ms is reachableeven in the presenceof f masking . Oncewe show that no
statein ms is reachable,we caneasilyshow thatno transitionin � bt is alsoreachable.
This proof suggeststhe following ideafor developingan automatedproof for similar
typesof theorems.In orderto show thatacomputationneverviolatessafety, �rst weuse
induction.Thenweapplyalemmato inductivelyprovethatnocomputationstepreaches
thesetof unsafestates(which is a smallest�xpoint). Theproof splits in two casesfor
set of programtransitionsand set of fault transitions.Both casescan be discharged
usingtheGRIND strategy. ut

5.3 Speci�cation and Veri�cation of Failsafe-MaskingMultitolerance

Theessenceof thealgorithmfor addingfailsafe-maskingfault-toleranceis asfollows.
First, it identi�es thefault-span,suchthatnocomputationof themultitolerantprogram
p0 violatessafetyin thepresenceof f failsafe masking . More speci�cally, the algorithm
identi�es thestatesfrom wheresafetymaybeviolatedwhenfaultsin f failsafe masking

occur:
ms : StatePred = ms(f failsafe masking )
mt : Action = mt (f failsafe masking )

Then,thealgorithmensuresthat themultitolerantprogramcanrecover to its invariant
S0, whenthestateof theprogramis perturbedby f masking :

Tmasking : StatePred = T1(f masking )
p1 : Action = add masking:p1(f masking )
S0 : StatePred = add masking:S1(f masking )

Finally, if faultsf failsafe masking perturbthestateof theprogramto astates, wheres =2
Tmasking thenthealgorithmensuresthatthesafetyis maintained.Towardsthisend,we
addfailsafeto p1 with respectto thesetf failsafe masking of faultsfrom (Tmasking � ms):

T 0 : StatePred = ConstructInvariant (Tmasking � ms; p1 � mt )
p0 : Action = p1 � mt �

f (s0; s1) j ((s0; s1) 2 (p1 � mt )) ^ (s0; 2 T 0) ^ (s1 =2 T 0)g.
Theorem5.10. (S2 � S) ) (S0 � S) ut
Theorem5.11. (p0 j S2 � p j S2) ) (p0 j S0 � p j S0) ut
Theorem5.12. (S0 = S2) ) closed(S0; p0).
Theorem 5.13. In theabsenceof faults,all computationsof p0 thatstartfrom a state
in S0 arein�nite. Formally, DeadlockStates(p0)(S0) = ; .
Theorem 5.14. For any states in thefault-spanthereexistsa computationof p1 that
startsfrom s andreachestheinvariant,S1. Formally,

((S0 = S2) ^ (Tmasking = T2)) )
8s j s 2 T 0 : reachable(S0; T 0; p0; s).

Proof. Theproof of theorems5.10to 5.14is thesameastheproof of corresponding
theoremsfor addingnonmasking-masking. ut
Theorem 5.15. In thepresenceof faults,no computationpre�x of a failsafe-masking
multitolerantprogramthatstartsin S0 violatessafety. Formally,

(T2 \ ms = ; ) ) 8j : (8c : pre�x (p0 [ f failsafe masking ; j ) :
(c0 2 S0) ) 8k j k < j : (ck ; ck+1 ) =2 � bt ).



Proof. Theproof ideais quitesimilar to thatof Theorem5.9.However, sincesafety
maybeviolatedby two classesof faults,namely, f failsafe andf masking , theproof tree
requirestwo caseanalysesfor eachclassof faults.However, both casescan be dis-
chargedsimilarly usingtheproofof Theorem5.9. ut
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