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Abstract. In this paperwe concentraten mechanicaleri cation of synthesis
algorithmsthataddmultitoleranceo fault-intoleranfprogramsusingthetheorem
prover PVS. Multitoleranceis desirablewhena programis subjectto different
classesof faults and for eachclass,a different level of fault-tolerancehasto
be guaranteedWith this veri cation, we formally prove the correctnes®f the
synthesisalgorithms,which in turn shavs thatthatary programsynthesizedy
themis indeedcorrect-by-constructionNVe effectively reuseformal proofsof our
previouswork ona xpoint theoryon nite setsanda fault-tolerancaheoryde-
velopedfor the casewhereprogramsare subjectto a single classof faults.We
believe manualreuseof proofsmay suggestvaysto automatehemfor veri ca-
tion of similartypesof synthesislgorithms.

Keywords: Mechanical veri cation, Theorem proving, PVS, Program transfor-
mation, Program synthesis Fault-tolerance, Multitolerance.

1 Intr oduction

Formalveri cation is considered necessityasa meango gaincon denceon correct-
nessof systemsGainingthis con denceis more crucial whenthe systemat handis
requiredto satisfya setof high assurancg@ropertiesIn suchsystemge.g., mission-
critical systems)fault-toleranceas a crucial part, in which a failure may leadthe en-
tire systemto a catastrophicutcome.Hence,one needsstrongcon dence on fault-
tolerancepropertiesof a givensystemand, hence formal veri cation of suchsystems
(e.g.,usingtheoremproving techniquesj)s inevitable.

In the literature the focushasmostlybeenon veri cation of concreteault-tolerant
systemsin two broad cateyories. The rst category addresse$ormal veri cation of
fault-tolerantsynchronous/asynchronsagircuits and architecturege.g.,[1-3]). The
secondcatagory covers formal veri cation of a wide range of fault-tolerantproto-
cols. For instance Owre et al [4] presenta survey on formal veri cation of a fault-
tolerantdigital- ight control systemsMantel and Gartnerverify the correctnes®f a
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fault-tolerantbroadcasprotocol [5]. Qadeerand Shanka{6] mechanicallyerify the
self-stabilitypropertyof Dijkstra's mutualexclusiontokenring algorithm[7]. Kulkarni,
RushbyandShankaf8] verify thesamealgorithmby exploiting thetheoryof detectors
andcorrectorg9].

In theaforementioneavork, sincetheauthordocusonveri cation of concretesys-
tems,formal proofs of veri cation of one systemscannotbe easily reusedto verify
thecorrectnessf othersystemsMore recently in [10,11], we veri ed thecorrectness
of the synthesisalgorithmsproposedn [12] thataddfault-toleranceo fault-intolerant
programsusingthetheorenprover PVS.By thisveri cation, notonly we mechanically
provethecorrectnessf thealgorithms but alsowe shav thatary programsynthesized
by thesealgorithmsis indeedcorrect-by-constructionMore importantly sincethese
algorithmsarethe basisfor their extensiongo dealwith occurrencef faultsfrom dif-
ferentclasseq13] andfor synthesizingdistributed[14] andreal-time[15] programs,
it is expectedthatformal speci cationandveri cation of the synthesisalgorithmspre-
sentedn [10,11] arereusablen developingspeci cationandveri cation of algorithms
in [13-15].

In this paper we focuson the problemof verifying synthesisalgorithmsthat add
multitolerance[13] to fault-intolerant programsusing PVS 2. Towardsthis end, we
generalizaheformal speci cationof ourfault-toleranceheorydevelopedn [10,11]so
thatit takesthe notion of differentclassef faultsinto accountMoreover, we manu-
ally reusethe formal proofsdevelopedfor veri cation of thealgorithmsthataddfault-
tolerancewith respecto a singleclassof faultsto prove the correctnes®sf algorithms
in [13] thataddmultitoleranceto programghataresubjectto multiple classe®f faults.
We believe that manualreuseof formal proofs suggestsvaysto develop automated
proofsfor similar typesof algorithms,especiallythoseinvolve xpoint calculations.

Sincethe coreof synthesisalgorithmsfor addingbothfault-toleranceandmultitol-
eranceas xpoint calculationwe effectively applythe xpoint theorydevelopedn [10].
This theoryis developedfor the casewheredomainandrangeof functionswhose x-
pointsareneededare nite sets.This specializedheory(which is reusableslsavhere)
hasa specialinterpretationin fault-toleranicomputingfor calculatinglargestinvariants
andsmallesketsof statedfrom wherefault-tolerantequirementsannotbeguaranteed.

Organization of the paper. We presenformalde nitions of programsspeci cations,
faults,andfault-tolerancén Section2. Then,we statethe problemof mechanicaVeri -
cationof synthesiof fault-tolerancen Section3. In Section4, we review our previous
work on a xpoint theoryon nite setsanda fault-tolerancegheoryin PVS.Then,in
Section5, we presentformal speci cation and veri cation of automatedsynthesisof
multitolerance.

2 Modeling a Fault-ToleranceFramework

In this section,we presentformal de nitions of programsspeci cations,faults,and
fault-tolerancen PVS.Thesede nitions areindependentf platformandarchitecture.

2 The URL http://www.cse.msu.edu/"borzoo/pvs containsthe PVS speci cations
andformal proofs.



2.1 Program

Sincewe do not considerconcretesystemsjn our framework, the notion of stateis
abstractand,in PVS, modeledby an Uninterpreted Type. Likewise, a transitionis
modeledasanorderedpair of stateswhichis alsoanuninterpretedype.Furthermore,
we assumehatthe numberof statesandtransitionss nite.

A programp is a nite setof transitionsin its statespace.The statespaceof p,
Sp, is thesetof all possiblestatesof p, whichis modeledasthefullset overthetype of
statesn PVS.ThetypeAction denotesnite setsof transitionsHence pis de nedasa
constanof typeAction. A statepredicateof pis asubsebf S,. In PVS,we modelstate
predicatedy the type StatePred, which is setsof nite setsover statesThe closue
of a statepredicateS in programp is formally speci ed asfollows: closal(S;p) =
850;S1 J (S0;S1)2p:(S02S) s128S). A sequencef statessg; sg;:ii, is a
computatiorwith respecto asetZ of transitionsiff any pair of two consecutie states
is atransitionin Z . We formalizethis by a Dependent Type asfollows:

Computation(Z) : TYPE =
fc:sequeneg[state]j (8iji 0:(c;c+1)22Z)g
wheresgquene[state] : N! state andZ isary nite setof typeAction. Furthermore,
acomputatiormpre x is formally speci ed asfollows:
prex (Z;j) : TYPE =
fc:seuene[state] j (8i ji < :(c;C+1) 2 2Z)g
Dueto corveniencewe deliberatelymodelcomputatiorpre x esby in nite sequences
in which only a nite partis used.The projectionof programp on statepredicateS
consistof transitionsof p thatstartin S andendin S:

PjS=f(so;s1)](s0;s1) 2 p "™ (S0;S12 S)g.
2.2 Speci cation

Following Alpern andSchneidef16], a speci cationconsistof a safetyspeci cation
and a livenessspeci cation We let the the safety speci cation ; be a setof bad
transitions which is formally speci ed by a constanof type Action. Givenprogramp,
statepredicateS, andspeci cation 1, we saythatp satis es p; from S iff (1) S is
closedin p, and(2) nocomputatiorof p thatstartsfrom astatein S containsatransition
in . If thisis notthe casewe saythatp violates ;. If p satises p; from S and
S6 fg, we saythatS is aninvariantof p. Sincewe do notdealwith aspeci ¢ program,
in PVS,we modelaninvariantby anarbitrarystatepredicatethatis closedin p.

2.3 Faults and Fault-Tolerance

Thefaultsthata programis subjectto aresystematicallyrepresentetyy a nite setof
transitiong9, 17], whichis modeledby a constanof type Action. We modela compu-
tationof programp in presencef faultsf asc: Computation(p [ ).

Also, we formally specifythe fault-spanof p from S asfollows:

FaultSpan(T;S;p[ f)= (S T) ~ (closa(T;p [ f))).
Obsenrethatfor all computation®f p thatstartatstatesvhereS istrue, T isaboundary
in the statespaceupto which the stateof p may beperturbedy thetransitionsn f .

We now de ne describewhatwe meanby differentlevels of fault-tolerancelntu-
itively, a failsafe program,doesnot violate its safetyspeci cationin the presenceof
faults. Formally, we saythatp is failsafef -tolerantto ; from S iff two conditions



hold: (1) p satises p from S, and(2) thereexists T suchthatT is afault-sparof p
from S, andno computatiorpre x of p [ f thatstartsin T hasatransitionin ;. A
nonmaskingrogrammaytemporarilyviolatesafety but it mustrecoverto theinvariant
by takingaboundechumberof transitions Formally, we sayp is nonmasking -tolerant
to pt from Siff thefollowing conditionshold: (1) p satis es 1 from S, and(2) every
computatiorof p[ f thatstartsfrom ary stateof the statespacecontainsa stateof S.
Intuitively, a maskingprogramguaranteeshat if faultsoccur, the programcontinues
to satisfyits safetyspeci cation. Moreover, we are ensuredthat after the occurrence
of faults,the programeventuallyrecoversto the invariant. Formally, we saythatp is
maskingf -tolerantto ; from S iff the following conditionshold: (1) p satis es
from S, and(2) thereexists T suchthatT is anf -spanof p from S, no computation
prex ofp [ f thatstartsin T hasatransitionin 1, andeverycomputatiorofp [ f
thatstartsfrom a statein T containsa stateof S.

In [12], the livenessspeci cation is modeledimplicitly. That s, a failsafefault-
tolerantprogramdoesnot deadlo& in the absencef faults.On the otherhand,non-
maskingand maskingprogramsdo not deadlockin both the absenceand presencef
faults.

3 Problem Statement

Givenareaprogramp with invariantS, a classof faultsf , andsafetyspeci cation
suchthatp satis es ; from S. Thegoalisto nd aprogramp®with invariantS®such
thatpCis f -tolerantto ; from S Obsere that:

1. If SOcontainsstateshatarenotin Sthen,in the absencef faults,p® mayinclude
computationghatstartoutsideS. Sincewe requirethatp® satis es p; from SO, it
impliesthatpCis usinganew wayto satisfy ; in theabsencef faults.

2. If p°j S°containsa transitionthatis notin p j S°thenp® canusethis transitionin
orderto satisfy p; in theabsencef faults.

Thus,the synthesigproblemis asfollows.
Synthesisproblem. Givenp, S, f,and y suchthatp satis es ; from S. Identify
p° SO suchthat:

(c1) s’ s

(C2) pjs’ pjs’

(C3) plisf-tolerantto 1 from S°.

We saythatanalgorithmfor the synthesigproblemis soundiff for ary giveninput,

its output,namelyp®andS?, satis esthesynthesigroblem.Ourgoalis to mechanically
verify thatthe proposedilgorithmsin [13] areindeedsound.

4 Review of Previous Results

In this section,we recapour results(presentedn [10,11]) on mechanicaleri cation
of synthesisalgorithmsproposedn [12] usingPVS. More speci cally, in Subsection
4.1, we review atheoryfor xpoint calculationson nite sets.In subsectiong.2,4.3,
and4.4, we reiterateour resultson veri cation of synthesisalgorithmsfor addition of
failsafe,nonmaskingandmaskingfault-tolerancerespectiely.



4.1 A Theory of Fixpoint Calculations

A xpoint of afunctionf : X | X isarny valuexg 2 X suchthatf (xp) = Xp. In
thecontet of nite setsbothdomainandrangeoff are nite setsof nite sets.n this
section the variablesi andk rangeover naturalnumbersThe variablex is arny nite
setof ary uninterpretedype (e.g.,states)andvariableb is any memberof such nite
set.

Largest xpoint calculation. Let DecFunc bethetype of functionsg suchthatg :
fA : nitesetg! fB : niteset j B  Ag. In otherwords,g(x) x, for all nite
setsx. Let D eq(i; x)(g) bearecursvefunctionthatremovesthe elementf theinitial
setx returnedby thefunctiong of type DecFunc at every step:

. Dedqi 1;x Deqi 1;x ifi 60,
Deci (g = DU 1@ oDedi 1)(@) ifi 60
In this setting,we de ne thelargest xpoint asfollows:

LgFix(x)(g) = fbj 8k : b2 Dedk;x)(g))g.

Theorem4.1. g(LgFix(x)(q)) = ;. ti
Theorem4.2. LgFix(x)(g) = LgFix(LgFix(x)(9))(9). t
Smallest xpoint calculation. Let IncFunc bethe type of functionsr suchthatr :
fA : nitesetg! fB : niteset j A\ B = ;g.In otherwords,x\ r(x) = ;, for all
nite setsx. Letl nc(i; x)(r) bearecursve functionthataddselementseturnecdby the
functionr of typeIncFunc to theinitial setx atevery step:

Inc(i  Lx)(r)[ r(Inc(i  21;x)(r)) ifi & O;
X ifi=0

Similarly, we de ne the smallestxpoint asfollows:

I nc(i; x)(r) =

SmFix(x)(r) = fbj 9k : b2 I nc(k; x)(r)g.

Theorem4.3. r(SmFix(x)(r)) = ;.
Theorem4.4. SmFix(x)(r) = SmFix(SmFix(x)(r))(r). t

(=g

4.2 Speci cation and Veri cation of Synthesisof Failsafe Tolerance

The essencef addingfailsafetolerances to remove (from invariant)the statesfrom
wherethe safetyspeci cation may be violatedvia one or morefault transitions.This
removal is in facta smallest xpoint calculation.We, then,computethe invariantof
thefailsafeprogramby removing the deadlockstatesvhichis in turn alargest xpoint
calculationIn this section thevariabless; sp; s; rangeover stateslL et ms bethesetof
statefrom wheresafetymaybe violatedvia oneor morefaulttransitions Formally,

ms : StatePred = SmF ix (mslnit )(RevReachStateg, where

msinit : StatePred = fspj9s; : (Sp;S1) 2 f ” (S0;51) 2 w0

RevReachStategrs : StatePred) : StatePred =

fspj9s1:512rs”(sp;81)2fF N sp2rsg.

Judgement4.5. RevReachStatesis of typelncFunc. t



Let mt bethesetof programtransitionsvhosetargetstatesarein ms or transitionghat
directly violate safety:

mt : Action = f(Sp;S1) j(S12 mS_ (S0;S1) 2 1t)0-

The setof deadlockstatesof statepredicateds with respecto the setZ of transitions
is de ned asfollows:

DeadlockStateqZ)(ds : StatePred) : StatePred =

fsopjsp2ds:(8sy)s:2ds:(so;s1) 22)g.
Judgement4.6. DeadlockStateqZ) is of type DecFunc. t
Theinvariantof a failsafefault-tolerantprogramis the largest xpoint of S ms
afterremoving thedeadlockstates:

Constructinvariant (X ; Z) : StatePred = LgFix(X )(DeadlockStateqZ))
whereX is a statepredicateof type StatePred andZ is a setof transitionsof type
Action. Theformal de nition of theinvariantof a failsafeprogramis asfollows:

SO: StatePred = Constructinvariant (S ms;p mt).

Finally, we de ne thesetof transitionsof afailsafeprogramby remaoving thetransitions
thatviolatethe closureof S
p?: Action = p mt f(sp;S1)jSo2 S°N 53 2 S%.

Theorem4.7. S° S. t
Theorem4.8. p3s® pjSC t
Theorem4.9. S%is closedin p°. Formally, closed (S p9). t
Theorem4.10. All computation®f pPthatstartfrom astatein SCarein nite. Formally,

DeadlockStategp%(S9 = ;. t

Theorem4.11. In the presencef faults,no computatiorpre x of afailsafeprogram
thatstartsin S°violatessafety Formally,
8 :(8(c:prex (P°[ 5j)jc28Y:8kjk<j :(GiCs1)2 ). U

4.3 Speci cation and Veri cation of Synthesisof Nonmasking Tolerance

In orderto synthesizea nonmaskingprogram,all we needto do is addingrecovery
transitiongthatstartfrom outsidethe invariantandendin theinvariant.Formally,

SO: StatePred = S

pT : StatePred; p : Action) : Action =

(PiS)[ f(so;s1)iso2 (T S) " s128Sg

p°= pASp;p).-
We assumehatthe numberof occurrencesf faultsin acomputatioris nite:
Axiom 4.12. 8p: (8c(p[ f):(Onjn 0:(8jjj n:(g;G+)2pP)). t
Theorem4.13. S° S, t
Theorem4.14. p4s® pjs@ t
Theorem4.15. SCis closedin p° Formally, closel (S% p9. t
Theorem4.16. In the presencef faults,any computatiorof a nonmaskingprogram
thatstartsfrom a statein the statespacegventuallyrecoversto theinvariant.Formally,

8c(p’[ f):(9jjj>0:¢g 2S9. u

4.4 Speci cation and Veri cation of Synthesisof Masking Tolerance

The rst estimateof a maskingprogramis a failsafe program.Synthesisof a mask-
ing programconsistsof a loop that keepsrecalculatinghe setof programtransitions,
invariant,andfault-sparof the programuntil it reaches xpoint.



Initialization. We de ne theinitial invariantandfault-sparasfollows:

Sinit : StatePred = Constructinvariant (S ms;p mt)

Tinit : StatePred = S,  ms.
Theorem4.17. Sinit Tinit - t
Theorem4.18. Siyit S. u
The loop invariant. Let S, (respectiely, T,) be an intermediatenvariant (respec-
tively, fault-spanye ned asarbitrarystatepredicatesLet S; andT; betherecomputed
invariantandfault-sparin theloop.We de ne S; andT; in termsof statepredicatess;
andT,; in threesteps:

1. We addrecoverytransitionsthatdo notviolate the safetyspeci cationasfollows:
S,; T, : StatePred
pr:Action = (pj S2) [ f(So;s1)iso2 (T2 S2) ™ s12T.g mt.
2. Then,werecomputdhelargestfault-sparsuchthatfaultsdo notviolatetheclosure
of T, asfollows:
T1 = ConstructFaultspan(TReach), where
ConstructFaultspan(X : StatePred) = LgFix (X )(TNClose)
TNClose(X : StatePred) : StatePred =
fsgj9s1:502 X ™ (sp;81)2fF N s12Xg
TReach : StatePred = fsjs2 T, " reachabl€S;; T»; p1;s)g where
reachabl€S;; To; p1;S) : StatePred =
9c(p1) :((s2T2)  (s=¢co) ™ 9 1 2Sy).
3. SinceS; mustbeis asubsebf T4, we recalculategheinvariantasfollows:
S; : StatePred = Constructinvariant (S;\ T1)(p1).

Theorem4.19. (S, S)) (S1 9).
Theorem4.20. S; Tj.
Theorem4.21. (p1j Sz pjS2)) (P1iSt PjSy).
Theorem4.22. DeadlockStateqp;)(S1) = ;.
Loop termination. We formalizetheterminationconditionof theloopin theveri ca-
tion phase More speci cally, we prove thatprovided(S; = S;) ~ (T1 = T») holds,
p; is failsafeandprovidesrecovery from every statein fault-span.
Theorem4.23. (S1 = S,)) closa(Sy; p1). t
Theorem4.24. In the presencef faults,no computatiorpre x of a maskingtolerant
programviolatessafety:

(S1=$) * (Ta=T2)))

8j :(Bc:prex(pr[ f;j)jco2Ti:8kjk<j:(ck;iCks1) 2 ). U

Theorem4.25. (T1 = T,) ) closal(Ty;pr[ f). t
Theorem 4.26. For all statess in the fault-spanT, thereexists a computationof p;
thatstartsfrom s andreachegheinvariantS;. Formally,

((S1=S2) M (T1=T2))) (8sjs2 Ty:reachabldSs; T1;p1;S)). 9]

[ i i

5 Speci cation and Veri cation of Automatic Synthesisof
Multitolerance
In this section, rst in Subsectiorb.1, we introducethe conceptof multitolerance We

alsorevisethe synthesigproblem,aswe needto take multiple classe®f faultsinto ac-
count.In Subsectiorb.2,we rst presenthow we generalizethe de nitions presented



in Section2 to make themappropriatdfor modelingmultitolerance Then,we present
formal speci cation and veri cation of nonmasking-maskinmultitolerance.Finally,
in Subsectiorb.3, we presenformal speci cationandveri cation of failsafe-masking
multitolerance We note that since addition of failsafe-nonmaskingnultitoleranceis
shavn to be NP-completeg[13], theredoesnot exist a correspondingsynthesisalgo-
rithm.

5.1 The Notion of Multitolerance

Let us considerthe casewherefaultsfrom multiple classessayf ; andf ,, occurin a
given programcomputationln [13], Kulkarni andEbnenasiproposethe requirement
that the fault-toleranceprovided for the classwheref ; andf, occursimultaneously
shouldbe equalto the minimum level of fault-tolerancerovidedwheneitherf ; orf,
occurs.Thisis illustratedin thefollowing tablereiteratedrom [13].

Level of Fault-Tolerancg Failsafe |Nonmasking Masking

Failsafe Failsafe |No-Tolerance Failsafe
Nonmasking No-ToleranceNonmaskingNonmasking

Masking failsafe | Nonmasking Masking

In orderto simplify modelingof differentclassesf faults,we considerthe union
of all the classe®f faultsthatfailsafe(respectrely, nonmaskingandmasking)is to be
provided,denotedoy f raisate  (respectiely, f nonmasking  andf masking ). We saythata
programp is multitolerant with respecto f fajisate » f nonmasking » @8N0 f masking t0 bt
from S iff thefollowing conditionshold:

1. psatises p from S in theabsencef faults.

2. pis maskingf masking -tolerantto ; fromS.

3. pisfailsafe(f faiisate [ fmasking )-tolerantto p fromS.

4. pis nonmaskindf nonmasking [ fmasking )-tolerantto ; from S.

Thus,we revisethe synthesigproblemasfollows:
Revisedsynthesisproblem. Givenp;S, ut, ffaiisafe » f nonmasking » @Ndf masking such
thatp satis es p; from S. Identify p® andS° suchthat:

(c1 s’ s
0. 0 ) 0
(C2) pjS pjS
(C3) pO |S mU|tIt0|eI’antVVl’t. ffa”safe ) fnonmasking ) andf masking tO bt from SO.

In this section,our goalis to mechanicallyverify the soundnessf the proposedalgo-
rithmsin [13] for addingfailsafe-maskinggndnonmasking-maskingultitolerance.

5.2 Speci cation and Veri cation of Synthesisof Nonmasking-Masking
Multitolerance

In orderto formally specifythe proposedalgorithmsin [13], we rst de ne f tjsate

f nonmasking » @ndf masking Of type of Action. Then,we de ne f nonmasking _masking and

 tailsafe _masking asfollows:

fnonmask ing _mask ing : Action = fmasking [ fnonmasking
ftailsaf e_mask ing : ACtiON = fmasking [ T failsafe



Sinceour formal framenork in Section2 is developedfor the casewherewe deal
only with oneclassof faults,we needto generalizesomeof thede nitions sothatthey
areableto expressthe notion of multitoleranceaswell. In particular we parameterize
all the de nitions that are somehav relatedto setof faults.For instancewe rede ne
msinit , RevReachableSetandms asfollows:

mslnit (anyFault : Action) : StatePred =
fsoj9s: @ (So;81) 2 anyFault ~ (sp;S1) 2 wtd
RevReachStateganyFault : Action)(rs : StatePred) : StatePred =
fspj9s1:512rs ™ (sp;S1) 2 anyFault A sp Zrsg
ms(anyFault : Action) : StatePred =
SmFix(mslnit (anyFault))( RevReachState9
All otherde nitions givenin sections2 and 4 shouldalso be rede nedin the same
fashionsothatthey arenotrestrictedto only oneclassof faults.

Thecoreof thealgorithmfor addingnonmasking-maskintault-tolerances asfol-
lows.It rst addsmaskingfault-toleranceo p with respecto thesetf masking Of faults.
Then,it addsone-sterecovery to p with respecto the setf nonmasking  Of faults. We
formally specifythealgorithmby reusingthetheoriegpresentedn Sectiond4. Notethat
add_masking (respectiely, add_nonmasking and add_failsafe) is the nameof the
importedPVStheoryfor the correspondinglgorithmthataddsmasking(respectiely,
nonmaskingandfailsafe)fault-tolerance.

SP: StatePred= add-masking :S; (f masking )

Tmasking : StateP red= add_nonmasking SYT(F masking ))

p1 : Action = add-masking :pz(f masking )
Now, we modelthe partthataddsnonmaskindgault-tolerance.

po: Action = add—nonmaSking :po(Tmasking ) pl(f masking ))

TO= Tmasking
Noticethatsincea nonmaskingprogramis notrequiredto satisfysafety we cansimply
add one-steprecovery regardlesof type of faults.Hence,to simplify the veri cation
of the algorithm, we formalize the multitolerantprogramby p1 (f masking ) @andnot by
pl(f nonmask ing -mask ing )

In orderto verify thesoundnessf thealgorithm,we provethatthethreeconstraints
of the revisedsynthesigproblemhold. Indeed,all the theoremsstatedin Section4 for
adding maskingfault-tolerancehold here with respectto the setf nasking Of faults.
Also, we assumehatthe terminationconditionof the algorithmfor addingmaskingis
satis ed. While we do not presenthe detailedformal proofs,we presenthe intuitive
ideaof proofssothatit shovsthesimilaritiesbetweerthe proofsdevelopedin [10] and
the onesfor addingmultitolerance In fact, after skolemizationor instantiationof the
classof faults,mostof the proofsaresimilar to the correspondingheoremspresented
in Sectiond.

Theorem5.1. The rst conditionof the synthesigproblemholds.Formally,

(S 9)) (5° ).
Proof. Theproofis similar to the proof of Theorem4.20in the sensehatit involves
thesamesequencef PVScommandsln particular in boththeoremsye shav thatthe
largest xpoint of S, namelyS®is asubsebf S. Recallthatwe de ned S, in Subsection
4.4for specifyingtheloop invariant.Indeed this proof suggestain automatedtrategy



to prove similartheoremghatinvolve setinclusionsalongwith xpoint calculations.
t

Theorem5.2. Thesecondconditionof the synthesigproblemholds.Formally,

(P°jS2 pjiS)) (P°is® pjs9.
Proof. The GRIND stratgyy dischagesthetheorem. t
Theorem5.3. In thepresenc®f f nonmasking  faults,any computatiorof nonmasking-
maskingmultitolerantprogramthat startsfrom a statein the statespace eventually
recoversto theinvariant.Formally,

80(P°[ fnonmask ing) 1 (9] jj > 0:¢g 2 S9.
Proof. This is the only theoremthat we prove to shav that p® is nonmaskingwith
respecto f nonmasking - We reusethe proof of Theorem4.16.In particulay we usein-
ductionto shav thatafteroccurrencef faults(cf. Axiom 4.12)the programeventually
reaches statein theinvariant.The sequencef PVS prover commandsuggestsinau-
tomatedproof for similartheoremswith thefollowing steps:(1) the basicstepis using
inductionon the index of statesin the computation(2) applying Axiom 4.12,and(3)
instantiatingn with theinductionstepvariable. t
Theorem5.4. S° TO
proof. Thistheoremnisanotheinstanceavhereweneedo shav thatonelargest xpoint
is a subsetof anotherlargest xpoint. The proof involvesinduction on the stepsof
recursve functionsthatcomputethe xpoints. t
Theorem5.5. (T°=Ty) ) closedT%p°[ fmasking )-
Theorem5.6. Theprogramis closedin theinvariant.Formally,

(S°='S,) ) closedS%p?).
Proof. The GRIND stratgy dischagesboththeoremss.5 and5.6. In fact,it is easy
to obsene that sincethe proof only involvesa sequencef de nition expansionsand
propositionalsimpli cations, we canintelligently take advantageof suchcasedo de-
velopautomategroofs.
Theorem 5.7. For all statess in the fault-spanthereexists a computationof p° that
startsfrom s andreachesheinvariantS°. Formally,

((S°= Sp) » (T°=Ty) ) 8sjs2 TO: reachablgS%T%p?s)
Proof. The sequencef prover commanddo prove this theoremis the sameasthat
of Theorem4.26.The essencef proofis usinginductionto shawv thatif thereexistsa
states; 2 T%from whereSPis reachablén k stepsthenS®is alsoreachablérom sg
with k + 1 stepswhere(so; s1) is aprogramtransitionin p° In fact, usinginductionto
shav reachabilityof a statepredicatefrom anotherstatepredicatecould betheideato
developautomategroofsfor similar typesof theorems. t
Theorem5.8. All computationsf nonmasking-maskingrogramp® thatstartfrom a
statein SParein nite. Formally,

DeadlockStategp%)(S9 = ;
Proof. Similarto the proof of Theoremd.10,we prove this theoremby simply apply-
ing Theorem4.1 andinstantiatingg with DeadlockStategp® andx with S° Indeed,
developinganautomategbroof only involvesidentifyingthetypeof xpoint calculation
andthenapplyingthe obviousinstantiations. t
Theorem 5.9. In the presenc®f f masking , N0 computationpre x of a nonmasking-
maskingprogramviolatessafety Formally,



(S°=S) ~ (T°=T2)))

8j :(8c:prex (p1[ fmasking ;J)JCo2 TO:8kjk<j:(akiGker)2Z pr)
Proof. Similar to the proof of Theorem4.11,after applyinginduction,we shav that
no statein ms is reachablesven in the presencef f masking . Oncewe shav that no
statein ms is reachablewe caneasilyshav thatno transitionin  ; is alsoreachable.
This proof suggestshe following ideafor developingan automatedoroof for similar
typesof theoremsln orderto shav thatacomputatiomeverviolatessafety rst weuse
induction.Thenweapplyalemmato inductively provethatnocomputatiorstepreaches
the setof unsafestategwhich is a smallestxpoint). The proof splitsin two casedor
setof programtransitionsand setof fault transitions.Both casescan be dischaged
usingthe GRIND stratayy. ti

5.3 Speci cation and Veri cation of Failsafe-MaskingMultitolerance

The essencef the algorithmfor addingfailsafe-maskindault-tolerancés asfollows.
First, it identi es thefault-spansuchthatno computatiorof the multitolerantprogram
p° violatessafetyin the presencef f tajsafe _masking - More speci cally, the algorithm
identi es the statesrom wheresafetymay be violatedwhenfaultsin f faiisafe _masking
occur:
ms : StatePred = ms(f faiisafe _masking )
mt : Action = mt(f raisafe _masking )
Then,the algorithmensureghatthe multitolerantprogramcanrecover to its invariant
SO whenthe stateof the programis perturbecdoy f masking -
Tmasking : StatePred = T1(f masking )
p: : Action = add_masking:ps (f masking )
S?: StatePred = add_masking:Si (f masking )
Finally, if faultsf faisafe _masking Perturbthestateof the programto a states, wheres 2
Tmasking thenthealgorithmensureshatthe safetyis maintainedTowardsthis end,we
addfailsafeto p; with respecto thesetf raisafe _masking Of faultsfrom (Tmasking MS):
TO: StatePred = Constructlnvariant (Tmasking ~ MS;p1 mt)
p?: Action = p; mt
f(S0;81) j ((So;81) 2 (P mt)) * (80;2 TY ~ (s12T9g.
Theorem5.10. (S, S)) (S° S) t
Theorem5.11. (p°j S, pjS2)) (P°jS° pjsY t
Theorem5.12. (S°='S,) ) closa(S%p?).
Theorem5.13. In theabsencef faults,all computationof p° thatstartfrom a state
in SParein nite. Formally, DeadlockStategp%(S? = ;.
Theorem5.14. For ary states in thefault-sparthereexistsa computatiorof p; that
startsfrom s andreachesheinvariant,S;. Formally,
((S°= S2) A (Tmasking = T2)) )
8sjs2 TO: reachablgS% T%p%s).
Proof. The proof of theorems.10to 5.14is the sameasthe proof of corresponding
theoremdor addingnonmasking-masking. t
Theorem5.15. In the presencef faults,no computatiorpre x of afailsafe-masking
multitolerantprogramthatstartsin S°violatessafety Formally,
(T2\ ms=7;) ) 8 :(8c:prex (pO[ f failsafe _masking )
(0289 ) 8kjk<j:i(;Ge)2 ).



Proof. Theproofideais quite similar to that of Theorem5.9. However, sincesafety
may be violatedby two classe®f faults,namely f faiisate  andf masking , the prooftree
requirestwo caseanalysedor eachclassof faults. However, both casescan be dis-

chagedsimilarly usingthe proof of Theorem5.9. t
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